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17.1 Overview of SSL

Overview

The Secure Sockets Layer (SSL) protocol uses data encryption, identity
authentication, and message integrity check to ensure security of TCP-based
application layer protocols.

SSL is a cryptographic protocol that provides communication security over the
Internet. It allows a client and a server to communicate in a way designed to
prevent eavesdropping. The server must be authenticated by the client before they
start to communicate, and the client can also be authenticated by the server. SSL
is widely used in ecommerce and online banking. It has the following advantages:

e High security: SSL ensures secure data transmission by using data encryption,
identity authentication, and message integrity check.

e  Support for various application layer protocols: SSL was originally designed to
secure World Wide Web traffic. SSL functions between the application layer
and the transport layer, so it can provide security for any TCP-based
application.
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Easy to deploy: SSL has become a world-wide communications standard used
to authenticate websites and web users, and to encrypt data transmitted
between browser users and web servers.

SSL improves device security using the following functions:

Basic Concepts

Allows only authorized users to connect to servers.

Encrypts data transmitted between a client and a server to secure data
transmission and computes a digest to ensure data integrity.

Defines an access control policy on a device based on certificate attributes to
control access rights of clients. This access control policy prevents
unauthorized users from attacking the device.

Certificate Authority (CA)

A CA is an entity that issues, manages, and abolishes digital certificates. A CA
checks validity of digital certificate owners, signs digital certificates to prevent
eavesdropping and tampering, and manages certificates and keys. A world-
wide trusted CA is called a root CA. The root CA can authorize other CAs as
subordinate CAs. The CA identities are described in a trusted-CA file.

In the certificate issuing process, CA1 functions as the root CA and issues a
certificate for CA2, and CA2 issues a certificate for CA3. The process repeats
until CAn issues the final server certificate.

In the certificate authentication process, the client first authenticates the
server's certificate. If CA3 issues the server certificate, the client uses CA3
certificate to authenticate the server certificate. If the server certificate is
authenticated, the client uses CA2 certificate to authenticate the CA3
certificate. After CA2 certificate is authenticated, the client uses CA1
certificate to authenticate CA2 certificate. The client considers the server
certificate valid only when CA2 certificate has been authenticated.

Figure 17-1 shows the certificate issuing and authentication processes.

Figure 17-1 Certificate issuing and authentication
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Digital certificate

A digital certificate is an electronic document issued by a CA to bind a public
key with a certificate subject (an applicant that has obtained a certificate).
Information in a digital certificate includes the applicant name, public key,
digital signature of the CA that issues the digital certificate, and validity
period of the digital certificate. A digital certificate verifies the identities of
two communicating parties, improving communication reliability.

A user must obtain the public key certificate of the information sender to
decrypt and authenticate information in the certificate. The user also needs
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the CA certificate of the information sender to verify the identity of the
information sender.

Certificate Revocation List (CRL)
A CRL is issued by a CA to specify certificates that have been revoked.

Each certificate has a validity period. A CA can issue a CRL to revoke
certificates before their validity periods expire. The validity period of a
certificate specified in the CRL is shorter than the original validity period of
the certificate. If a CA revokes a digital certificate, the key pair defined in the
certificate cannot be used. After a certificate in a CRL expires, the certificate is
deleted from the CRL to shorten the CRL.

Information in a CRL includes the issuer and serial number of each certificate,
the issuing date of the CRL, certificate revocation date, and time when the
next CRL will be issued.

Clients use CRLs to check validity of certificates. When verifying a server's
digital certificate, a client checks the CRL. If the certificate is in the CRL, the
client considers the certificate invalid.

Security Mechanisms

SSL provides the following security mechanisms:

Connection privacy

SSL uses symmetric cryptography to encrypt data. It uses the Rivest-Shamir-
Adleman (RSA) algorithm (an asymmetric algorithm) to encrypt the key used
by the symmetric cryptography.

Identity authentication

Digital certificates are used to authenticate a server and a client that need to
communicate with each other. The SSL server and client use the mechanism
provided by the public key infrastructure (PKI) to apply to a CA for a
certificate.

Message integrity

A keyed message authentication code (MAC) is used to verify message
integrity during transmission.

A MAC algorithm computes a key and data of an arbitrary length to generate
a MAC of a fixed length.

- A message sender uses a MAC algorithm and a key to compute a MAC,
appends it to a message, and send the message to a receiver.

- The receiver uses the same key and MAC algorithm to compute a MAC
and compares it with the MAC in the received message.

If the two MACs are the same, the message has not been tampered during
transmission. If the two MACs are different, the message has been tampered
with, and the receiver discards this message.

17.2 Licensing Requirements and Limitations for SSL

Involved Network Elements

SSL server
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e SSL client

Licensing Requirements

The SSL function is not under license control.

Feature Limitations

17.3 Default Settings for SSL

None

Table 17-1 describes the default settings for SSL.

Table 17-1 Default settings for SSL

Parameter

Default Setting

SSL protocol version in a
client SSL policy

TLS1.2

Cipher suite in a client SSL
policy

rsa_aes_128 sha256 and rsa_aes 256 sha256

Cipher suite in a server SSL
policy

rsa_aes_128 sha256 and rsa_aes_256_sha256

Maximum number of
sessions that can be saved
and timeout period of a
saved session

By default, a maximum of 3600 sessions can be
saved, and the timeout period of a saved session
is as follows:

AR100&AR120&AR150&AR160&AR200 series:
32

AR1200 series: 128
AR2200 series: 128
AR3200 series: 256
AR3600 series: 256

17.4 Configuring a Server SSL Policy

Prerequisites

Context

The PKI domain has been configured.

The SSL protocol uses data encryption, identity authentication, and message
integrity check to ensure security of TCP-based application layer protocols. To use
an Router as an SSL server, configure a server SSL policy on the Router. A server
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SSL policy can be applied to application layer protocols such as HTTP to provide
secure connections.

Figure 17-2 Router functions as an SSL server
SSL client SSL server

Internet

As shown in Figure 17-2, the Router functions as an SSL server and has a server
SSL policy configured. During an SSL handshake, the Router uses the SSL
parameters in the server SSL policy to negotiate session parameters with an SSL
client. After the handshake is complete, the Router establishes a session with the
client.

When functioning as an SSL server, the Router is authenticated by the SSL client,
but it cannot authenticate the client.

(11 NOTE

When functioning as an SSL server, the Router can communicate with SSL clients running
SSL3.0, TLS1.0, TLS1.1 and TLS1.2.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run ssl policy policy-name type server
A server SSL policy is created, and the server SSL policy view is displayed.
Step 3 Run pki-realm realm-name
A PKI domain is specified for the server SSL policy.

By default, no PKI domain is specified for a server SSL policy on the Router.

(1 NOTE

The Router obtains a digital certificate from a CA in the specified PKI domain. SSL clients can
then authenticate the Router by checking the digital certificate.

The Router can also generate self-signed certificates. However, the device does not provide life
cycle management for self-signed certificates. For example, self-signed certificates cannot be
updated, or revoked on the device. To ensure security of the device and certificates, it is
recommended the user's certificate be used.

Step 4 (Optional) Run version { ssl3.0 | tls1.0 | tls1.1 | tls1.2}"
The SSL protocol version is specified.

By default, a server SSL policy uses Transport Layer Security (TLS) version 1.2.

(1 NOTE

TLS1.2 version is recommended, other protocol version has potential security risks.
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Step 5

Step 6

Step 7

(Optional) Run session { cachesize size | timeout time} "

The maximum number of sessions that can be saved and the timeout period of a
saved session are set.

By default, a maximum of 3600 sessions can be saved, and the timeout period of
a saved session is as follows:

o ART00&ART20&AR150&AR160&AR200 series: 32

e AR1200 series: 128

e AR2200 series: 128

e AR3200 series: 256

e AR3600 series: 256

(Optional) Run ciphersuite { rsa_3des_cbc_sha | rsa_aes_128_cbc_sha |
rsa_aes_128_sha256 | rsa_aes_256_sha256 | rsa_aes128_ccm |

rsa_aes128_gcm_sha256 | rsa_aes256_ccm | rsa_aes256_gcm_sha384 |
ecdhe_rsa_aes128_gcm_sha256 | ecdhe_rsa_aes256_gcm_sha384 } °

A cipher suite is specified.

By default, a server SSL policy supports the cipher suites:
ecdhe_rsa_aes128_gcm_sha256, ecdhe_rsa_aes256_gcm_sha384,
rsa_aes_128 sha256, and rsa_aes_256_sha256.

(Optional) Configure the SSL renegotiation function.

Disabling the renegotiation function on the device can protect the device against
renegotiation attacks, but will interrupt services. Therefore, you can keep the
renegotiation function enabled, and set the SSL renegotiation rate to minimize the
impact of renegotiation attacks on services. Choose either of the following tasks:
e Disable renegotiation.
Run the undo renegotiation enable command to disable SSL renegotiation.
By default, SSL renegotiation is enabled.

e Set the renegotiation rate.

Run the quit command to return to the system view.

b. Run the ssl renegotiation-rate rate command to set the SSL
renegotiation rate.

By default, the SSL renegotiation is performed once per second. You can
set the rate according to the CPU capability of the device.

This configuration applies to all SSL policies.

--—-End

Verifying the Configuration

Run the display ssl policy [ policy-name ] command to view the configuration of
the SSL policy.

17.5 Configuring a Client SSL Policy
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Prerequisites

Context

Procedure

Step 1

Step 2

Step 3

Step 4

The PKI domain has been configured.

The SSL protocol uses data encryption, identity authentication, and message
integrity check to ensure security of TCP-based application layer protocols. A client
SSL policy can be applied to application layer protocols such as the CPE WAN
Management Protocol (CWMP) to provide secure connections.

Figure 17-3 Router functions as an SSL client

SSL client SSL server

As shown in Figure 17-3, the Figure 17-3 functions as an SSL client and has a
client SSL policy configured. During an SSL handshake, the Router uses the SSL
parameters in the client SSL policy to negotiate session parameters with the SSL
server. After the handshake is complete, the Router establishes a session with the
server.

Internet

®

When functioning as an SSL client, the Router does not allow SSL servers to
authenticate it, but it can authenticate SSL servers. When the Router functions as
an SSL client, enable it to authenticate servers to ensure secure communication.

Run system-view

The system view is displayed.

Run ssl policy policy-name type client

A client SSL policy is created, and the client SSL policy view is displayed.
Run server-verify enable

SSL server authentication is enabled.

By default, SSL server authentication is enabled in a client SSL policy.
Run pki-realm realm-name

A PKI domain is specified for the client SSL policy.

By default, no PKI domain is specified for a client SSL policy on the Router.
L] NOTE
The Router obtains a CA certificate chain from CAs in the specified PKI domain. The Router

authenticates an SSL server by checking the server certificate and CA certificates against the CA
certificate chain.
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Step 5

Step 6

Step 7

(Optional) Run version { ssl3.0 | tls1.0 | tls1.1 | tls1.2 }
The SSL protocol version is specified.

By default, a client SSL policy uses Transport Layer Security (TLS) version 1.2.

(11 NOTE

Ensure that the specified SSL protocol version is supported by the SSL server. Before performing
this step, check the SSL protocol versions that the SSL server supports.

TLS1.2 version is recommended, other protocol version has potential security risks.

(Optional) Run prefer-ciphersuite { rsa_3des_cbc_sha | rsa_aes_128_cbc_sha |
rsa_aes_128_sha256 | rsa_aes_256_sha256 | rsa_aes128_ccm |
rsa_aes128_gcm_sha256 | rsa_aes256_ccm | rsa_aes256_gcm_sha384 |
ecdhe_rsa_aes128_gcm_sha256 | ecdhe_rsa_aes256_gcm_sha384 }°

A cipher suite is specified.

By default, a client SSL policy uses the cipher suites:
ecdhe_rsa_aes128_gcm_sha256, ecdhe_rsa_aes256_gcm_sha384,
rsa_aes_128 sha256, and rsa_aes_256_sha256.

(11 NOTE

Ensure that the specified cipher suite is supported by the SSL server. Before performing this step,
check the cipher suites that the SSL server supports.

(Optional) Configure the SSL renegotiation function.

Disabling the renegotiation function on the device can protect the device against
renegotiation attacks, but will interrupt services. Therefore, you can keep the
renegotiation function enabled, and set the SSL renegotiation rate to minimize the
impact of renegotiation attacks on services. Choose either of the following tasks:
e Disable renegotiation.
Run the undo renegotiation enable command to disable SSL renegotiation.
By default, SSL renegotiation is enabled.

e Set the renegotiation rate.

Run the quit command to return to the system view.

Run the ssl renegotiation-rate rate command to set the SSL
renegotiation rate.

By default, the SSL renegotiation is performed once per second. You can
set the rate according to the CPU capability of the device.

This configuration applies to all SSL policies.

--—-End

Verifying the Configuration

Run the display ssl policy [ policy-name] command to view the configuration of
the SSL policy.
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17.6 Maintaining SSL

17.6.1 Viewing Statistics on SSL Connections

Context
When a device sets up a connection with an SSL server or client, the device
automatically counts and records the SSL connection.
Statistics on SSL connections help the administrator perform SSL fault diagnosis
and troubleshooting.

Procedure
e Run the display ssl connection statistics command to view SSL connection

statistics.

----End

17.6.2 Deleting Statistics on SSL Connections

Context
Before counting the maximum number of SSL connections within a certain period
of time, delete the existing SSL statistics first.
{0 NOTE
SSL statistics cannot be restored after you delete them. So, confirm the action before you
use the command.
Procedure

e Run the reset ssl connection statistics command to delete SSL statistics.

--—-End

17.7 Configuration Examples for SSL
17.7.1 Example for Configuring a Server SSL Policy

Networking Requirements

As shown in Figure 17-4, enterprise users use a web browser to connect to the
Router. To prevent eavesdropping and tampering during data transmission, a
network administrator requires users to use HTTPS to access the Router securely.
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To meet this requirement, configure the Router as an HTTPS server and associate
the HTTPS server with a server SSL policy so that users can securely access and
manage the device through web pages.

Figure 17-4 Networking diagram of the server SSL policy configuration

CA server
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Configuration Roadmap
The configuration roadmap is as follows:

1. Configure a PKI entity and a PKI domain.
2. Configure a server SSL policy.
3. Configure the Router as an HTTPS server.

Procedure

Step 1 Configure a PKI entity and a PKI domain.
# Configure a PKI entity.

<Huawei> system-view

[Huawei] sysname Router

[Router] pki entity users
[Router-pki-entity-users] common-name hello
[Router-pki-entity-users] country cn
[Router-pki-entity-users] state jiangsu
[Router-pki-entity-users] organization huawei
[Router-pki-entity-users] organization-unit info
[Router-pki-entity-users] quit

(1 NOTE

If the entity name and entity common name are not set to the Router's IP address 1.1.1.1,
the system will display a message indicating that the certificate is invalid when the client
opens a website. This does not affect HTTPS application.

# Configure a PKI domain, and enable the automatic certificate enrollment and
update function.

[Router] pki realm users

[Router-pki-realm-users] entity users

[Router-pki-realm-users] ca id ca_root

[Router-pki-realm-users] enrollment-url http://2.1.1.1:8080/certsrv/mscep/mscep.dll ra
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Step 2

Step 3

Step 4

[Router-pki-realm-users] fingerprint sha2
7bb05ada0482273388ed4ec228d79f77309ea3f47bb05ada0482273388ed4ec2
[Router-pki-realm-users] auto-enroll regenerate

[Router-pki-realm-users] quit

Configure a server SSL policy sslserver.

# Create a server SSL policy and specify PKI domain users in the policy. This
allows the Router to obtain a digital certificate from the CA specified in the PKI
domain.

[Router] ssl policy sslserver type server
[Router-ssl-policy-sslserver] pki-realm users

# Set the maximum number of sessions that can be saved and the timeout period
of a session.

[Router-ssl-policy-sslserver] session cachesize 40 timeout 7200
[Router-ssl-policy-sslserver] quit

Configure the Router as an HTTPS server.
# Apply the SSL policy sslserver to the HTTPS service.
[Router] http secure-server ssl-policy sslserver

# Enable the HTTPS server function on the Router.

[Router] http secure-server enable

# Configure the port number of the HTTPS service.

[Router] http secure-server port 1278
Verify the configuration.

# Run the display ssl policy sslserver command to view the configuration of the
SSL policy sslserver.

[Router] display ssl policy sslserver

Policy name : sslserver
Policy ID c1

Policy type . Server
Cipher suite : rsa_aes_128_cbc_sha
PKI realm . users
Version Dotls1.1

Cache number : 40

Time out(second) : 7200
Server certificate load status : loaded
CA certificate chain load status . loaded
SSL renegotiation status : enable
Bind number c1

SSL connection number .0

# Start the web browser on a PC, and enter https://1.1.1.1:1278 in the address
box. The web management system of the Router is displayed, and you can
manage the Router on the web pages.

--—-End

Configuration Files

Router configuration file
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#

sysname Router

#

pki entity users
country CN

state jiangsu
organization huawei
organization-unit info
common-name hello
#

pki realm users

ca id ca_root
enrollment-url http://2.1.1.1:8080/certsrv/mscep/mscep.dll ra
entity users
auto-enroll regenerate

fingerprint sha2 7bb05ada0482273388ed4ec228d79f77309ea3f47bb05ada0482273388ed4ec2
#

ssl policy sslserver type server
pki-realm users

session cachesize 40 timeout 7200

#

http secure-server port 1278

http secure-server ssl-policy sslserver

http secure-server enable
#

return

17.7.2 Example for Configuring a Client SSL Policy

Networking Requirements

As shown in Figure 17-5, the Router functions as a CPE to connect to phones, and
fax machines. An ACS uses CWMP to manage and control the Router.

The ACS functions as an SSL server and has obtained a digital certificate from the
CA. You need to configure the Router as an SSL client to authenticate the ACS.

This ensures privacy and integrity of data exchanged between the Router and the
ACS.

Figure 17-5 Networking diagram of the client SSL policy configuration
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Configuration Roadmap
The configuration roadmap is as follows:

Configure a PKI entity and a PKI domain.

2. Configure a client SSL policy on the Router and enable SSL server
authentication in the policy.

3. Apply the client SSL policy to the CWMP service so that the Router
authenticates the ACS to ensure data privacy and integrity.

4. Enable the Router to automatically initiate connections to the ACS and set the
CWMP parameters. This enables the ACS to manage and control the Router
using CWMP.

Procedure

Step 1 Configure an IP address for the GE1/0/0 interface

<Huawei> system-view

[Huawei] sysname Router

[Router] interface gigabitethernet 1/0/0
[Router-GigabitEthernet1/0/0] ip address 1.1.1.1 24
[Router-GigabitEthernet1/0/0] quit

Step 2 Configure a PKI entity and a PKI domain.

# Configure a PKI entity.

[Router] pki entity cwmp0
[Router-pki-entity-cwmp0] common-name hello
[Router-pki-entity-cwmp0] country cn
[Router-pki-entity-cwmp0] state jiangsu
[Router-pki-entity-cwmp0] organization huawei
[Router-pki-entity-cwmp0] organization-unit info
[Router-pki-entity-cwmp0] quit

# Configure a PKI domain, and enable the automatic certificate enrollment and
update function.

[Router] pki realm cwmpO

[Router-pki-realm-cwmp0] entity cwmp0

[Router-pki-realm-cwmp0] ca id ca_root

[Router-pki-realm-cwmpO0] enrollment-url http://2.1.1.1:8080/certsrv/mscep/mscep.dll ra
[Router-pki-realm-cwmp0] fingerprint sha2
7bb05ada0482273388ed4ec228d79f77309ea3f47bb05ada0482273388ed4ec2
[Router-pki-realm-cwmp0] auto-enroll regenerate

[Router-pki-realm-cwmp0] quit

Step 3 Configure a client SSL policy.

# Enable SSL server authentication.

[Router] ssl policy sslclient type client
[Router-ssl-policy-ssiclient] server-verify enable

# Specify the PKI domain cwmp0 in the client SSL policy.

[Router-ssl-policy-sslclient] pki-realm cwmp0
[Router-ssl-policy-sslclient] quit

Step 4 Enable the CWMP function on the Router.
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Step 5

Step 6

Step 7

Step 8

[Router] cwmp
[Router-cwmp] cwmp enable

Apply the SSL policy to CWMP.

[Router-cwmp] cwmp ssl-client ssl-policy sslclient

Configure the Router to automatically initiate connections to the ACS.

# Configure the URL used by the Router to connect to the ACS.

[Router-cwmp] cwmp acs url https://www.acs.com:80/acs

# Enable the Router to send Inform messages.

[Router-cwmp] cwmp cpe inform interval enable

# Set the interval at which the Router sends Inform messages to 1000 seconds.
[Router-cwmp] cwmp cpe inform interval 1000

# Configure the Router to send an Inform message at 2011-01-01 20:00:00.
[Router-cwmp] cwmp cpe inform time 2011-01-01T20:00:00

Set CWMP parameters on the Router.

# Configure the interface that the Router uses to connect to the ACS.

[Router-cwmp] cwmp cpe connect interface gigabitethernet 1/0/0

# Set the user name and password that the Router uses for authentication by the
ACS.

[Router-cwmp] cwmp acs username newacsname
[Router-cwmp] cwmp acs password cipher newacspsw

# Configure the user name and password that the Router uses to authenticate the
ACS.

[Router-cwmp] cwmp cpe username newcpename
[Router-cwmp] cwmp cpe password cipher newcpepsw

# Set the maximum number of connection attempts to 5.

[Router-cwmp] cwmp cpe connect retry 5

# Set the close-wait timer of the Router to 100 seconds. If no data is transmitted
within 100 seconds, the connection is torn down.

[Router-cwmp] cwmp cpe wait timeout 100
Verify the configuration.

# Run the display current-configuration command. The command output shows
that SSL has been successfully configured for CWMP.

<Router> display current-configuration

cwmp

cwmp cpe inform interval enable

cwmp acs url https://www.acs.com:80/acs

CWMp acs username newacsname

cwmp acs password cipher %@%@"\~.1[)4MGN=d\4zy'$,"ne\% @%@
CWmMp cpe username newcpename

cwmp cpe password cipher %@%@"\~.1[)4MGN=d\4zy'$,"ne\% @%@
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cwmp cpe inform interval 1000

cwmp cpe connect retry 5

cwmp cpe wait timeout 100

cwmp cpe connect interface GigabitEthernet 1/0/0
cwmp ssl-client ssl-policy sslclient

# Run the display cwmp configuration command. The command output shows

that CWMP is enabled, and the Router is configured to send Inform packets at
intervals.

<Router> display cwmp configuration
CWMP is enabled

ACS URL: https://www.acs.com:80/acs

ACS username: newacsname

ACS password: %@%@"\~.1[)4AMGN=d\4zy'$,"ne\% @%@
Inform enable status: enabled

Inform interval: 1000s

Inform time: 2011-01-01T720:00:00

Wait timeout: 100s

Reconnection times: 5

# Run the display cwmp status command. The command output shows that
CWMP is enabled, and the CWMP connection status is connected.

<Router> display cwmp status
CWMP is enabled

ACS URL: https://www.acs.com:80/acs

Acs information is set by: user

ACS username: newacsname

ACS password: %@%@.h(P;/FO7%q"9H6D1]/0"90'% @%@
Connection status: connected

Time of last successful connection: 2010-12-01T20:00:00

----End

Configuration Files

Router configuration file

#

sysname Router

#

interface GigabitEthernet 1/0/0

ip address 1.1.1.1 255.255.255.0

#

cwmp

cwmp cpe inform interval enable

cwmp acs url https://www.acs.com:80/acs

CWmp acs username newacsname

cwmp acs password cipher %@%@"\~.1[)4MGN=d\4zy'$,"ne\% @%@
cwmp cpe username newcpename

cwmp cpe password cipher %@%@"\~.1[)4MGN=d\4zy'$,"ne\% @%@
cwmp cpe inform interval 1000

cwmp cpe connect retry 5

cwmp cpe wait timeout 100

cwmp cpe connect interface GigabitEthernet 1/0/0
cwmp ssl-client ssl-policy sslclient
#
pki entity cwmpO

country CN

state jiangsu

organization huawei

organization-unit info

common-name hello
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#
pki realm cwmpO
ca id ca_root

enrollment-url http://2.1.1.1:8080/certsrv/mscep/mscep.dll ra
entity cwmpO

auto-enroll regenerate
fingerprint sha2 7bb05ada0482273388ed4ec228d79f77309ea3f47bb05ada0482273388ed4ec2
#

ssl policy sslclient type client
server-verify enable

pki-realm cwmp0
#

return
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